135 IS DSG Fusion Analyst VVacancy Announcement

POSITION:

AFSC: 1N4X1 Fusion Analyst
Drill Status Guardsman
Grade Authorized: Various
Positions Available: 15

DUTY LOCATION:

175th Wing, Maryland Air National Guard
Warfield Air National Guard Base

2701 Eastern Boulevard

Middle River, Maryland 21220-2899

WHO MAY APPLY:

This is a Maryland Air National Guard Drill Status Guardsman position open to current
enlisted members of the Maryland Air National Guard and those eligible for enlistment.

CLOSING DATE:

TBD

TO APPLY: Contact 175th Wing Retention Office. Phone: (410) 918-6479 or Email:
175WG.RecruitingApplications@ang.af. mil
DUTIES: This position is located in the 135th Intelligence Squadron. The primary purpose of

the position is to conduct research and analysis of adversarial countries and
organizations, their methods of collection/interception of information against DoD
security interests, with emphasis on adversarial telecommunications and computer
infrastructure. Provides estimates of adversarial course of action, capability, and
intentions to conduct Cyber Operations. Additionally, the purpose of this position is to
perform complex intelligence analysis and to update squadron personnel concerning
opposing force threats and capabilities specific to mission requirements and
assignments.

(1) Serves as the unit's expert intelligence analyst for the commander and staff.
Classifies research and performs analysis of intelligence information regarding hostile
military, terrorist, or other threats. Coordinates requests for information with Air
Force Intelligence, Surveillance and Reconnaissance Agency/ Air Force Information
Operations Center (AFISRA/AFIOC). Collects, analyzes, evaluates and interprets
intelligence data to project and recommend realistic threat scenarios, i.e., potential
areas of vulnerabilities. Ensures intelligence products are adequately protected and
have proper classification markings before, during, and after an assessment or other
event.

(2) Analyzes and reports intelligence information. Performs detailed analysis on target
network communications for additional exploitation. Recovers, correlates, and fuses
technical, geographical, and operational intelligence information. Recognizes and
exploits information. Authors’ time-sensitive intelligence reports in accordance

with established guidelines to support decisions makers. Produces, analyzes, studies,
researches, fuses, and correlates intelligence for strategic, operational and tactical
customers.

(3) Utilizes intelligence techniques to develop projects and activities within a
specifically defined functional area of responsibility. Prepares reports that include all
aspects related to Information Operations/Information Warfare or threat analysis
studies.

(4) Responsible for the evaluation and interpretation of findings. Participates in
committees and meetings as a representative of the squadron within assigned area of
responsibility.

(5) Researches current computer and internet intrusion techniques of potential
adversary threat countries or non-state actors, and other threat practices.
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(6) Uses all-source intelligence information to produce and present topical high-
interest technical and operational intelligence briefings to all levels of command.

(7) Interprets DoD, National Security Agency, Air Force and other applicable security
policies, standards and guidelines to enhance mission effectiveness.

(8) Performs other duties as assigned.

QUALIFICATIONS
REQUIRED:

General Experience: This is a Maryland Air National Guard Drill Status Guardsman
position open to current members of the Maryland Air National Guard and those
eligible for enlistment. The authorized grade of this position varies. AFSC: 1N4X1.
Applicants not qualified in the AFSC must become qualified within 24 months. Must
have superb organizational, analytical and communication skills. Must currently have
TS/SCI clearance or be able to obtain a TS/SCI security clearance. Applicants must
pass or already possess a current Counterintelligence Polygraph. Must be willing to be
available for emergency response 24x7x365, except when pre coordination has
occurred.

Specialized Experience: Must gain and maintain knowledge of global
communications procedures; analytical techniques; organization of the national
intelligence structure; intelligence organizations and systems; Information Operations;
organization of designated military forces; geography; collection and reporting,
systems, principles, methods, and procedures; effective writing principles; oral and
written intelligence




