
OPENING 
DATE 1 JULY 2025 

CLOSING 
DATE UNTIL POSITION IS FILLED 

POSITION TITLE: MARYLAND SECURITY OPERATIONS 

CENTER TIER1 ANALYST 

HIGHEST GRADE AUTHORIZED:   ANY 

PARA/LIN:  N/A AOC/SSI/FA/MOS: ANY 

BRANCH:  ANY 

ORGANIZATION & LOCATION: JFHQ JOINT STAFF 
5600 RUE SAINT LO DRIVE 
REISTERSTOWN, MD 21136 

WHO MAY APPLY: OPEN TO MEMBERS OF THE MD ARMY NATIONAL GUARD, MD AIR NATIONAL GUARD, AND MARYLAND 
DEFENSE FORCE 

DESCRIPTION OF 
DUTIES: MARYLAND SECURITY OPERATIONS CENTER (MDSOC) IS SEEKING A DEDICATED AND SKILLED SECURITY 

OPERATIONS CENTER (SOC) ANALYST TO JOIN OUR TEAM AND HELP US ENSURE THE HIGHEST LEVELS 
OF SECURITY FOR OUR CLIENTS. AS AN MDSOC ANALYST, YOU WILL BE RESPONSIBLE FOR ACTIVELY 
MONITORING OUR CLIENTS' NETWORKS AND SYSTEMS, ANALYZING/INVESTIGATING SECURITY ALERTS, 
AND RESPONDING TO SECURITY INCIDENTS. YOUR ROLE IS CRITICAL IN IDENTIFYING AND MITIGATING 
CYBERSECURITY THREATS TO PROTECT OUR CLIENTS' SENSITIVE INFORMATION. ADDITIONAL DUTIES:  
MONITOR SECURITY ALERTS AND EVENTS FROM VARIOUS SOURCES, INCLUDING SIEM (SECURITY 
INFORMATION AND EVENT MANAGEMENT) SYSTEMS. ANALYZE SECURITY EVENTS TO IDENTIFY 
POTENTIAL THREATS AND VULNERABILITIES. INVESTIGATE AND TRIAGE SECURITY INCIDENTS TO 
DETERMINE THEIR SEVERITY AND IMPACT. RESPOND PROMPTLY TO SECURITY INCIDENTS, FOLLOWING 
ESTABLISHED PROCEDURES AND PROTOCOLS. ESCALATE INCIDENTS AS NEEDED TO HIGHER-LEVEL 
ANALYSTS OR INCIDENT RESPONSE TEAMS. DOCUMENT INCIDENT DETAILS, ACTIONS TAKEN, AND 
OUTCOMES FOR POST-INCIDENT ANALYSIS. STAY INFORMED ABOUT THE LATEST CYBERSECURITY 
THREATS, VULNERABILITIES, AND ATTACK TECHNIQUES. CONDUCT RESEARCH ON EMERGING THREATS 
AND RECOMMEND PROACTIVE MEASURES TO MITIGATE RISKS. UTILIZE VARIOUS SECURITY TOOLS AND 
TECHNOLOGIES TO MONITOR AND ANALYZE NETWORK TRAFFIC, LOGS, AND SYSTEM BEHAVIOR. ASSIST 
IN THE DEPLOYMENT AND MAINTENANCE OF SECURITY TECHNOLOGIES, INCLUDING FIREWALLS, IDS/IPS, 
AND ANTIVIRUS SOLUTIONS 

COMPENSATION:  STATE ACTIVE DUTY PAY AND ALLOWANCES 

DUTY LOCATION: CROWNSVILLE, MD 

TOUR LENGTH: ONE YEAR 

FORWARD THE 
DOCUMENTS LISTED 
BELOW TO: 

JOINT STAFF J1 
COL GARY T. LAUBACH 
EMAIL: NG.MD.MDARNG.MBX.MDNG-HRO-AGR@ARMY.MIL 
EMAIL SUBJECT LINE: "SECURITY OPERATIONS CENTER TIER 1 ANALYST VACANCY." 

1. RESUME
2. MOST CURRENT AVAILABLE MILITARY EVALUATION (AIR/ARMY)

ALL APPLICATIONS WILL BE SCREENED WITHOUT REGARD TO ETHNICITY, RELIGION, GENDER OR NATIONAL ORIGIN. 
SELECTION WILL BE MADE ON BASIS OF MILITARY EDUCATION, SKILLS AND INDIVIDUAL EXPERIENCE. 

QUESTIONS CONCERNING THIS POSITION VACANCY ANNOUNCEMENT SHOULD BE DIRECTED TO: 

COL GARY T. LAUBACH, EMAIL: GARY.LAUBACH@US.AF.MIL

. 
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