
 
 

OPENING 
DATE  3 DECEMBER 2023 

CLOSING 
DATE  UNTIL POSITION IS FILLED  

 
POSITION TITLE: MARYLAND NETWORK AND SYSTEM 

PENETRATION TESTER  

HIGHEST GRADE AUTHORIZED:   ANY  

 
PARA/LIN:  N/A  AOC/SSI/FA/MOS: ANY 

 
BRANCH:  ANY  

ORGANIZATION & LOCATION: JFHQ JOINT STAFF 
5600 RUE SAINT LO DRIVE 
REISTERSTOWN, MD 21136 

 
WHO MAY APPLY: OPEN TO MEMBERS OF THE MD ARMY NATIONAL GUARD, MD AIR NATIONAL GUARD, AND MARYLAND 

DEFENSE FORCE 
 

DESCRIPTION OF 
DUTIES:  WITHIN THE CYBER RESILIENCE PROGRAM A PENETRATION TESTER WILL BE RESPONSIBLE FOR 

CONDUCTING SECURITY AUDITS AND PENETRATION TESTING TO IDENTIFY OR VERIFY VULNERABILITIES 
IN OUR SYSTEMS. THE ROLE INVOLVES SIMULATING ATTACKS ON NETWORKS, WEB-BASED 
APPLICATIONS, AND SYSTEMS TO IDENTIFY VULNERABILITIES AND PROPOSE EFFECTIVE 
COUNTERMEASURES. ADDITIONAL DUTIES: CONDUCT PENETRATION TESTING ON SYSTEMS, NETWORKS, 
AND WEB-BASED APPLICATIONS. IDENTIFY AND EXPLOIT VULNERABILITIES IN MARYLAND SYSTEMS. 
DOCUMENT FINDINGS AND PROPOSE COUNTERMEASURES, MITIGATIONS, OR REMEDIATION. WORK WITH 
THE OSM SECURITY TEAM TO HARDEN OUR SYSTEMS. STAY UPDATED WITH THE LATEST INDUSTRY 
TRENDS, TOOLS, AND TECHNIQUES IN PENETRATION TESTING MONITOR FOR, AND TEST EXPLOITATION 
OF, EMERGING VULNERABILITIES 

 
MINIMUM REQUIREMENTS: CERTIFIED ETHICAL HACKER (CEH) OR OFFENSIVE SECURITY CERTIFIED PROFESSIONAL (OSCP) 

CERTIFICATION. PROVEN EXPERIENCE AS A PENETRATION TESTER OR SIMILAR ROLE IN CYBERSECURITY. 
KNOWLEDGE OF VARIOUS PENETRATION TESTING TOOLS AND METHODOLOGIES. STRONG PROBLEM-
SOLVING SKILLS AND ATTENTION TO DETAIL. EXCELLENT COMMUNICATION SKILLS TO EFFECTIVELY 
REPORT FINDINGS. 

 
COMPENSATION:  STATE ACTIVE DUTY PAY AND ALLOWANCES 

 

 

DUTY LOCATION: CROWNSVILLE, MD 

TOUR LENGTH: ONE YEAR 
 

 

FORWARD THE 
DOCUMENTS LISTED 
BELOW TO: 

JOINT STAFF J1 
COL GARY T. LAUBACH 
EMAIL: NG.MD.MDARNG.MBX.MDNG-HRO-AGR@ARMY.MIL 
EMAIL SUBJECT LINE: "NETWORK AND SYSTEM PENETRATION TESTER VACANCY." 

 
1. MILITARY RESUME (BIOGRAPHICAL SUMMARY)  
2. MOST CURRENT AVAILABLE MILITARY EVALUATION (AIR/ARMY) 

 

ALL APPLICATIONS WILL BE SCREENED WITHOUT REGARD TO ETHNICITY, RELIGION, GENDER OR NATIONAL ORIGIN. 
SELECTION WILL BE MADE ON BASIS OF MILITARY EDUCATION, SKILLS AND INDIVIDUAL EXPERIENCE. 

 
QUESTIONS CONCERNING THIS POSITION VACANCY ANNOUNCEMENT SHOULD BE DIRECTED TO: 

COL GARY T. LAUBACH, EMAIL: GARY.LAUBACH@US.AF.MIL, OFFICE: 667-296-3494 
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