Maryland National Guard
STATE ACTIVE DUTY VACANCY ANNOUNCEMENT

OPENING CLOSING

DATE 6 MAY 2026 DATE UNTIL POSITION IS FILLED

POSITION TITLE: CYBERSECURITY ANALYST PARA/LIN: _N/A AOC/SSI/FA/MOS: ANY
HIGHEST GRADE AUTHORIZED: ANY BRANCH: _ANY

ORGANIZATION & LOCATION:  JFHQ JOINT STAFF
DOIT
100 COMMUNITY PLACE
CROWNSVILLE MD 21032

WHO MAY APPLY: OPEN TO MEMBERS OF THE MD ARMY NATIONAL GUARD, MD AIR NATIONAL GUARD, AND MARYLAND
DEFENSE FORCE

DESCRIPTION OF DUTIES:

Join the Department of Information Technology (DolT) as a Cybersecurity Analyst, where you'll be at the forefront of safeguarding Maryland's
digital infrastructure. As part of the Office of Security Management (OSM), you'll play a pivotal role in deploying a comprehensive
cybersecurity framework across state agencies and local jurisdictions. Your mission will include crafting, revising, and implementing cyber-
related policies, strategies, and plans to bolster our cybersecurity resilience and ensure regulatory compliance across the State.

KEY RESPONSIBILITIES:

- Perform thorough evaluations of network security, cybersecurity architecture, and existing protocols to identify vulnerabilities and security
gaps.

- Generate, scrutinize, and interpret cybersecurity assessment reports to uncover risk factors and prioritize enhancements.

- Engage collaboratively with a variety of stakeholders to address vulnerabilities, fortifying our security infrastructure.

- Propose customized security solutions catering to the specific needs of different governmental units.

- Leverage insights from security tools to recommend further risk mitigation strategies.

- Prepare and present comprehensive reports to senior leadership, outlining critical findings, risks, and a hierarchy of action items.

- Foster a culture of knowledge exchange and continuous learning among team members.

- Simplify complex technical evaluations into actionable advice for non-technical decision-makers.

- Build and maintain strong partnerships with government entities, agencies, and relevant organizations.

- Mediate communication between technical staff and executive leadership, ensuring clear and effective transmission of critical information.
- Travel as needed to support and collaborate with agencies and jurisdictions throughout Maryland.

COMPENSATION: STATE ACTIVE DUTY PAY AND ALLOWANCES
REQUIRED QUALIFICATIONS:

- A minimum of 2 years' experience in a cybersecurity role, with a proven track record in policy development, strategic planning, and
implementation of cybersecurity best practices.

- A robust understanding of risk management methodologies and the ability to apply these in assessing and mitigating cyber risks.

REQUIRED QUALIFICATIONS

- Advanced degree in Cybersecurity, Information Technology, or a related field.

- Experience in deploying cybersecurity programs at municipal, state, or federal levels.

- Certifications such as CISSP, Security+, or equivalent industry-recognized credentials.

- Deep knowledge of the cyber threat landscape, including threats, vulnerabilities, and countermeasures.

- Expertise in Cyber Threat Intelligence (CTl), Managed Detection and Response (MDR), Incident Response and Recovery, and cybersecurity
infrastructure.

SPECIAL INFORMATION

DUTY LOCATION: CROWNSVILLE, MD
TOUR LENGTH: ONE YEAR

APPLICATION PROCEDURES

FORWARD THE JOINT STAFF J1
DOCUMENTS LISTED LTC MARK E. TAYLOR
BELOW TO: EMAIL: NG.MD.MDARNG.MBX.MDNG-HRO-AGR@ARMY .MIL

EMAIL SUBJECT LINE: "CYBERSECURITY ANALYST VACANCY."

1. RESUME
2. MOST CURRENT AVAILABLE MILITARY EVALUATION (AIR/ARMY)

ALL APPLICATIONS WILL BE SCREENED WITHOUT REGARD TO ETHNICITY, RELIGION, GENDER OR NATIONAL ORIGIN.
SELECTION WILL BE MADE ON BASIS OF MILITARY EDUCATION, SKILLS AND INDIVIDUAL EXPERIENCE.

QUESTIONS CONCERNING THIS POSITION VACANCY ANNOUNCEMENT SHOULD BE DIRECTED TO:

LTC MARK E. TAYLOR, EMAIL: MARK.E.TAYLORG8.MIL@ARMY.MIL, OFFICE: 520-715-3105






